Qpriv

Insurance made easy.

In these exceptional times, it is important to be aware that cybercriminals are seizing
this opportunity to multiply their attacks. That is why we must not lower our vigilance
but rather double it. As the risk is present, APRIL assists you through cyber security
newsletters to inform you of the best practices to implement. In this third edition, we
will focus on individual actions.

of security incidents are

Think twice before clicking
e Read emails carefully, point to links to view the full URL and deal with all
requests for sensitive data with skepticism.

Exercise caution

e When remote working, use discretion when accessing sensitive data and do not
discuss it "in public".

Respect access rules

e Never allow anyone to borrow your credentials, lock workstations when not in
use, and keep strong & unique passwords for each device.

Report incidents immediately

e Incidents do happen: reporting them immediately is the only way we can
mitigate damage and reduce future risks.

sage

advisor resources

Sage Advisor Resources Corp., Axis Capital and April have put together a comprehensive
and affordable cyber program exclusive to the association membership.
If you would like to learn more or obtain a quote, please contact Sage today.



